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RESTRICTED PART 

SHIP SECURITY PLAN

To meet the requirements of SOLAS 1974 Chapter XI-2

1.
INTRODUCTION

To Whom it May Concern:

1.1
This Ship Security Plan (the Plan) meets the requirements of SOLAS Chapter XI-2 and Part A of the International Ship and Port Facility Security (ISPS) Code.  This Plan contains all information and operational instructions required by SOLAS and Part A of the ISPS Code and takes full account, where applicable, of the guidance outlined in Part B of the ISPS Code.  The Plan contains the names, telephone and telex numbers etc of all contacts required by the ISPS Code, as well as other reference material (ISPS A/9.4). 

1.2
This Plan was developed following a Ship Security Assessment.  The assessment, submitted to the flag state as part of the approval process for this Plan (ISPS A/9.3), included an on scene security survey, which identified existing security measures and procedures and evaluated possible threats to those key shipboard operations which are important to protect (ISPS A/8.4).  The findings of that assessment have been incorporated into this Plan.  The assessment has been documented, reviewed and accepted by the Company and the documentation has been retained by the Company Security Officer (ISPS A/8.5).  The assessment was conducted on the basis of criteria that included, but were not limited to:

.1 ship size and type;

.2 crew; 

.3 trading area(s) and characteristics of port facilities visited;

.4 type of cargo carried; and

.5 [Nationality of passengers]

Significant changes to these and other relevant criteria will result in reviewing the Ship Security Assessment and, where necessary, amendments to the Plan.

1.3
The purpose of this Plan is to provide guidance to the master and Ship Security Officer with respect to security awareness and preparedness, incident prevention and threat response.

1.4
The Company certifies that:

.1 the Company Security Officer and the Ship Security Officer have adequate knowledge, and/or have received training, as required by the ISPS Code (A/13.1/2), taking into account the guidance given in the ISPS Code (B/13.1/2); 

.2 shipboard personnel having specific security duties have sufficient knowledge and competence to perform their assigned duties (ISPS A/13.3, B/13.3); and 

.3 all other shipboard personnel have sufficient knowledge of, and are familiar with, relevant provisions of the Plan (ISPS B/13.4).

1.5
This Plan has been approved by, or on behalf of, the flag state administration (see Appendix A to section 3) and, except as provided below, no alteration or revision will be made to any part of it without the documented prior approval of the administration or an organisation acting on its behalf.  Any such documented prior approval has been sent to the ship, and is kept on board in the care of the Ship Security Officer (ISPS A/9.5, B/9.4).

1.6
The flag state has agreed that changes to sections  [……..] [seek agreement] of this Plan and their relevant appendices will not be required to be approved by them.  These parts are maintained and kept up to date by the Company.  However, no amendments will be made to this Plan without the documented permission of the Company Security Officer.  Such documented permission will be sent to the ship and is kept on board in the care of the Ship Security Officer (ISPS A/9.5). 

1.7
This Plan will be reviewed on a regular basis by the Company and, where necessary, updated.  Amendments, other than those referred to in paragraph 1.6 above, will be submitted to the flag state, or to an organisation acting on its behalf, for approval before implementation (ISPS A/9.5).  Details of reviews, audits and amendments to the Ship Security Plan are recorded and, on request, will be made available to persons duly authorised by the ship’s flag state administration (ISPS A/10.1).

1.8
The Company has ensured that the master and Ship Security Officer have been given the necessary support to fulfil their duties and responsibilities in accordance with SOLAS and the ISPS Code (ISPS A/6.2).

1.9
Following a security incident, in which the response measures outlined in the Plan have been activated, there will be a thorough review of their effectiveness and details will be made available, on request, to persons duly authorised by the ship’s flag state administration.

1.10
This Ship Security Plan is not subject to detailed inspection (other than confirming its existence on the ship) by duly authorised officials of a port state unless there are “clear grounds” to believe that the ship is not in compliance with the requirements of SOLAS or the ISPS Code, and the only means to verify or rectify the non-compliance is to review the relevant sections of the Plan.  In such cases, access to the restricted parts of the Plan relating to the non-compliance is exceptionally allowed, but only with the consent of the flag state, or the master.  If the master, in his professional judgement, believes that such “clear grounds” exist, and allowing access to relevant sections of the restricted part of the Plan might resolve the situation, such access can be exceptionally granted.  However, this should be immediately reported by the [ship/master/Ship Security Officer] to the Company Security Officer (ISPS A/9.8).  If access to the restricted part of the Plan is denied by the master, this should be immediately reported by the ship to the Company Security Officer for guidance and reference to the flag state. 

1.11
Other provisions in this Plan are confidential and cannot be subject to non-flag state inspection unless otherwise agreed by the contracting governments concerned  (ISPS A/9.8.1).  Any request or demand by port state officials to view sections of the confidential part of the Plan will be immediately reported by the ship to the Company Security Officer for guidance and reference to the flag state before any details are revealed to non-flag state officials (ISPS A/9.8).  The confidential provisions, which form an integral part of this Plan, are held by the [Ship Security Officer/master].  They relate to: 

.1 identification of the restricted areas and measures for the prevention of unauthorised access;

.2 procedures for responding to security threats or breaches of security, including provisions for maintaining critical operations of the ship or ship/port interface;

.3 procedures for responding to any security instructions contracting governments may give at Security Level 3;

.4 duties of shipboard personnel assigned security responsibilities and of other shipboard personnel with respect to security matters;

.5 procedures to ensure the inspection, testing, calibration and maintenance of any security equipment provided on board;

.6 identification of the locations where the Ship Security Alert System activation points are provided; and

.7 procedures, instructions and guidance on the use of the Ship Security Alert System, including the testing, activation, deactivation and resetting of the system, and on limiting false alerts.

1.12
The complete Plan, however, will be made available to duly authorised flag state officials or representatives of organisations duly authorised by the flag state. 

1.13
The Plan is available in the working language of the ship, [……………..], [and in English/French/Spanish] (ISPS A/9.4). 

2.
Master’s Overriding Authority (SOLAS XI-2/8, ISPS A/6)

2.1
The Company wishes to make it clear that the master of this ship has the overriding authority and responsibility to make and execute decisions which, in his professional judgement, are necessary to maintain the safety and security of the ship.  If, in his professional judgement, a conflict between any safety and security requirements applicable to this ship arises during his period of command, the master will give effect to those requirements necessary to maintain the safety of the ship (ISPS A/6.1). 

2.2
In such cases, the master may implement temporary security measures, informing the Company Security Officer, the flag state and, if appropriate, the port state in whose port the ship is operating or intends to enter.  Any such temporary security measures adopted will, to the highest possible degree, be appropriate to the prevailing security level (SOLAS XI-2/8.2).

3.
DETAILS REQUIRED FOR PORT STATE INSPECTION 

3.1
The following information and/or documents can be requested at any time by duly authorised flag or port state officials and should, therefore, be readily available: 

a)  the valid International Ship Security Certificate (ISSC), issued under the provisions of the International Ship and Port Facility Security Code (the ISPS Code) and under the authority of the Government of …………[flag state]  (SOLAS XI-2/1.1).  The Certificate is in the possession of ……[the master/Ship Security Officer]. 

b)  confirmation that this Plan has been approved by, or on behalf of, the flag state (see Appendix A to this section) (SOLAS XI-2/9.2.1).  

c)  the security level at which the ship is currently operating (SOLAS XI-2/9.2.1)

d)  the security level at which the ship operated in at least the last ten previous ports (or over the past 90 days – whichever is the longer), together with an assurance that the appropriate ship security procedures were maintained, and information on any special or additional security measures taken (a format for recording this can be found in Appendix B to this section) (SOLAS XI-2/9.2.1).

e)  other practical security related information (but not details of the Ship Security Plan) (e.g. location of the ship at the time the report is made, expected time of arrival of the ship in the port, crew list, general description of cargo on board, passenger list) (SOLAS XI-2/9.2.1). 

f)  information contained in the Continuous Synopsis Record (CSR), issued by the ship’s flag state.  The CSR, which may be in English, French or Spanish, provides an on board record of the history of the ship [as from 1 July 2004 (or date of delivery if later)].  While the CSR can only be officially updated by the flag state following information received from the Company, this Company, with the authorisation of the flag state, has decided that, for convenience and a ready reference, current information related to the CSR will be included in this part of the Ship Security Plan (see Appendix C to this section) and kept up to date by the master pending the issue of a revised and updated official version of the CSR by the flag state.  Entries to this unofficial record will not be amended without the authority of the Company Security Officer (SOLAS XI-1/5, ISPS B/4.39).

The official Continuous Synopsis Record, and amendments to it, is held by ………. [the master]. 

g)  information on the ownership and operational management of the ship (see Appendix D to this section) (SOLAS XI-2/5).

3.2
The master may decline to provide any or all of the above information on the understanding that to do so may result in denial of entry into port (SOLAS XI-2/9.2.2).

Section 3 - Appendix A 

DETAILS OF PLAN APPROVAL

a)
SHIP DETAILS

Name of Ship


Gross Tonnage


International Call Sign

………………………..

………………….



……………………….

Flag State





Port of Registry

…………………





………………….

Ship Identification Number:
I M O_ _ _ _ _ _

This ship’s identification number is marked on the exterior of the ship on the ……………[state location] and on the interior bulkhead in the …………………… [state location]
___________________________________________________________________
b)
FLAG STATE ADMINISTRATION DETAILS

Flag State Administration:

Contact Address of Flag State Administration:

Contact Name in Flag State Administration:

Telephone:



Fax:


E-mail:

_________________________________________________________________________________

c)
APPROVAL DETAILS

This Ship Security Plan was approved by, or on behalf of, the flag state by

Name of Person:

Position:

Name of Approving Organisation:

Address of Approving Organisation:

Signature: 


Date of Approval:

Place of Approval:



Telephone:



Fax:


E-mail:

Section 3 - Appendix B

Name of Ship………………………………….

PORT CALLS SECURITY LEVEL RECORD (SOLAS XI-2/9.2.1.4)

	Port
	Date of

Arrival
	Date of Departure
	MARSEC Level (Port)
	MARSEC Level (Ship)
	Special or Additional Security Measures Taken

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


This is to confirm that appropriate ship security procedures were maintained during the above port calls.

Signature




[Master/Ship Security Officer]

Date

Section 3 - Appendix C

CURRENT CONTINUOUS SYNOPSIS RECORD (CSR) INFORMATION

(As at ………….)

1.
Ship Identification Number:  I M O _ _ _ _ _ _ _  

2.
Ship Name 



3.
Flag State

4.
Port of Registry 


5.
Date of Registration

6.
Name of the registered owner(s) and their registered address(es)

7.
Name and address of any registered bareboat charterers

8.
Name of the Company, as defined in SOLAS IX/1, and its registered address

9.
Address from where the Company in 8 (above) carries out safety management activities

10.
Name of all classification societies with which the ship is classed

11.
Name of organisation issuing the Document of Compliance (DOC) specified in the ISM Code

12.
Name of any other body which carried out the audit on the basis of which the Document of Compliance (11 above) was issued

13.
Name of organisation issuing the Safety Management Certificate (SMC), specified in the ISM Code, to the ship 

14.
Name of any other body which carried out the audit on the basis of which the Safety Management Certificate (13 above) was issued

15.
Name of organisation issuing the ship’s International Ship Security Certificate (ISSC) 

16.
Name of any other body which carried out the verification on the basis of which the International Ship Security Certificate (15 above) was issued

Section 3 - Appendix D

COMPANY DETAILS

1.
Ship’s Owner (Name and Address)

2.
Ship’s Manager/Operator (Name and Address) if different from 1 above

3.
Company Responsible for Employment of Ship including Sub-charterer if any (Name and Address) if different from 1 above

4.
Company(ies) Responsible for Manning (Names and Addresses)

5.
Company Security Officer with Security Responsibility for the Ship

Name



Telephone
Work …………..

Out-of-hours …………….
Mobile …………………… 

Fax

Work……………
Out-of-hours ……………………

E-mail

Work …………..

Out-of-hours……………………

6.
Ship Security Officer

The Company has determined that the duties of Ship Security Officer for this ship will be performed by [Name/Rank
………………………….]

7.
Other Relevant Company Contacts

4.
RECORD KEEPING – Flag State Requirements

4.1
As required under the ISPS Code (A/10.1) a record of the following activities will be kept on board in [English, French or Spanish] for at least [….. …] (the minimum period specified by the flag state):

.1
training, drills and exercises (see Appendices A and B to this section);

.2
security threats and security incidents (reported to the CSO and entered in the ship’s log);

.3
breaches of security (reported to the CSO and entered in the ship’s log);

.4
changes in security level (reported to the CSO and entered in the ship’s log);

.5
communications relating to the direct security of the ship, such as specific threats to the ship or to port facilities with which the ship is, or has been, engaged in a ship/port interface (to be held by the SSO); 

.6
internal audits and reviews of security activities (recorded by the SSO or notified to the ship by the CSO and recorded by the SSO – see Appendix C to this section);

.7 
periodic review of the Ship Security Assessment (notified to the ship by the CSO and retained by the SSO – see Appendix C to this section);

.8
periodic review of the Ship Security Plan (recorded by the SSO or notified to the ship by the CSO and recorded by the SSO – see Appendix C to this section);
.9
implementation of any amendments to the Plan (recorded by the SSO or notified to the ship by the CSO and retained by the SSO – see Appendix D to this section); and

.10
any maintenance, calibration and testing of security equipment, including testing of the Ship Security Alert System (recorded by the SSO - see Appendix E to this section).
4.2
The records are protected from unauthorised access or disclosure.  [On this ship they are kept in an electronic format and are protected by a password, aimed at preventing their unauthorised deletion, destruction or amendment.]
Section 4 - Appendix A

RECORD OF SECURITY DRILLS AND EXERCISES 

Name of Ship …………………………..

Ship Identification Number: I M O _ _ _ _ _ _

	Date
	Place
	Security Element Tested
	Evaluation of Results
	Signature of SSO

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


The elements which might be tested include

Access control at MARSEC Level 2

Ship searches

Securing restricted areas at MARSEC Level 3

Evacuating the ship while in port

Fire control exercises

Bomb threat reaction

Crowd control procedures

Activation of the Ship Security Alert System

Calling emergency stations

Informing the port facility of a security incident

Preparing to leave port at short notice

Acting on instructions given by a contracting government

Using other Contingency Plans

Section 4 - Appendix B

RECORD OF PARTICIPANTS IN SECURITY DRILLS AND EXERCISES 

Name of Ship …………………………..

Ship Identification Number: ​I M O _ _ _ _ _ _

Security Element tested………………..

Date………………



Place………………

	Name
	Rank
	Comments

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Section 4 - Appendix C

RECORD OF INTERNAL AUDITS AND REVIEWS

Note:  Personnel conducting internal audits of security activities should be independent of the activities being audited (ISPS A/9.4.1)

a)
This Plan was subject to an internal audit and a review of security activities as follows: 

	Place
	Date
	Reviewer/Auditor
	Company
	Signature

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


b)
Periodic reviews of the Ship Security Assessment took place as follows:
	Place
	Date
	Reviewer/Auditor
	Company
	Signature

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


c)
Periodic reviews of the Ship Security Plan took place as follows:
	Place
	Date
	Reviewer/Auditor
	Company
	Signature

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Section 4 - Appendix D
RECORD OF AMENDMENTS TO THE PLAN

a)
The following amendments to this Plan have been approved by, or on behalf of, the flag state: 
	Section Amended
	Description of Amendment
	Date Plan Amended
	Approved by (Name)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


b)
The following amendments to this Plan have been approved by, or on behalf of, the Company:  
	Section Amended
	Description of Amendment
	Date Plan Amended
	Approved by (Name)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Section 4 - Appendix E 

RECORD OF MAINTENANCE AND TESTING OF SECURITY EQUIPMENT ON BOARD

	Date
	Equipment
	Action Taken
	Remarks

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


5.
Company Security Officer (CSO)

Designation

5.1
As required by the ISPS Code (A/11) the Company has designated a Company Security Officer (CSO) responsible for security for this ship (see Section 3 - Appendix D). 

Duties and Responsibilities (ISPS A/11.2)

5.2
The CSO is responsible for ensuring the development, submission for approval, implementation and maintenance of the Plan for this ship. 

5.3
The CSO will provide the ship with any advice issued by the flag state on the level of threat likely to be encountered, or on other relevant security related matters, using appropriate security assessments and other information.

5.4
The CSO will, with the co-operation of those responsible for security on the ship and following consultation with them, ensure that the Ship Security Plan is modified or amended, as appropriate, to address any identified security deficiencies and satisfy the security requirements of the individual ship.  The CSO will arrange for regular assessments (ISPS B/9.5.1), internal audits (ISPS A/9.4.8) and reviews (ISPS B/9.2.6) of security activities and for any necessary verifications of the ship’s security provisions (ISPS A/11.2.6), and the preparation (ISPS B/9.5.2) and submission for approval (ISPS A/11.2.3) of amendments to this Plan by, or on behalf of, the flag state. 

5.5
Although the CSO is available for consultation and advice at all times, the master and/or Ship Security Officer have been requested to prepare and submit reports on any issues related to the security of the ship which arise during their period of service on the ship.  In this way, the Company will be able to assess the continued effectiveness of the Ship Security Plan and, where necessary, arrange for its amendment.  

5.6
Any identified lack of adequate training for personnel responsible for the security of the ship, problems related to co-ordination of security arrangements with port facilities, or conflict between security provisions and safety requirements will be immediately reported to the Company Security Officer.

5.7
The CSO will also assist in enhancing security awareness and vigilance amongst the crew.

6.
Ship Security Officer (SSO)  

Designation

6.1
A Ship Security Officer (SSO) for the ship has been designated by the Company (see Appendix D to section 3) (ISPS A/9.4.13). 

Duties and Responsibilities (ISPS A/12)
6.2
In co-ordination with the CSO and the master, the normal responsibilities of the SSO include:

· where appropriate, advising the master as to the appropriate security level in force;

· supervising the implementation of the Plan, any subsequent amendments to it, and maintaining the Plan during the voyage;

· enhancing security awareness and vigilance on board;

· ensuring that adequate and appropriate training has been provided to crew members;

· reporting any deficiencies and non-conformities identified during internal audits, periodic reviews, security inspections and verifications of compliance, proposing modifications to the Plan to address them and implementing any corrective actions;

· recording all security incidents with implications for the ship and reporting them to the master, the CSO and, if in port, to the Port Facility Security Officer;

· ensuring that any ship security equipment is properly operated, tested, calibrated and maintained;

· ensuring that the Dangerous Goods Manifest, showing details of dangerous goods on board and their location, is available for port state inspection if required; and

· ensuring, in co-ordination with the master and the Port Facility Security Officer, that security aspects related to the handling of cargo and ship’s stores are properly addressed (ISPS A/12.2.3, B/9.29).  

6.3
In addition, when operating at Security Level 1 or 2, the Ship Security Officer, under the guidance of the master, will, while in port:

· co-ordinate the implementation of the Plan, including security aspects related to the handling of cargo and ship’s stores, with the relevant Port Facility Security Officer or, in case of ship-to-ship operations, with other Ship Security Officers; and

· undertake regular security inspections of the ship to ensure that appropriate security measures are maintained.

6.4
When the measures outlined in this Plan for implementation in response to Security Level 2 or 3 are introduced, either during a drill or in response to an incident, the SSO will:

· seek comments from all those involved as to the effectiveness of those measures and report to the CSO; and

· at Security Level 3, liaise with the master and flag or port state authorities as appropriate and implement security measures as instructed. 

7.
ORGANISATIONAL STRUCTURE OF SECURITY FOR THIS SHIP

7.1
While all crew members have some responsibility for the security of the ship, the SSO, under the overall guidance of the master, carries the main responsibility for the application, maintenance, efficiency and effectiveness of this Ship Security Plan.

7.2
Each Officer of the Watch, together with those crew members with watchkeeping responsibilities, monitors the security of the ship throughout his periods on watch.  All incidents affecting the security of the ship are reported to the SSO.

7.3
The SSO discusses security issues with the master on a regular basis.  If operating at MARSEC Level 2, the SSO discusses security matters with the master on a daily basis.  Regular contact is also maintained with the CSO.

7.4
At MARSEC Level 3, the master will take control of security issues and maintain contact with the CSO and appropriate flag and port state authorities.

7.5
The duties of shipboard personnel assigned security responsibilities and those of other shipboard personnel on security aspects are covered in the Confidential Part of this Plan.

[PROVIDE FLOW CHART AS REQUIRED]

8.
SHIP RELATIONSHIPS (ISPS B/9.2.2)

The Company

8.1
The ship [the Ship Security Officer] will maintain regular contact with the Company through the CSO or, in the event of his unavailability, with the Company Duty Officer by [SATCOM/TELEX/ FAX/e-mail].  The system allows for effective continuous communication to be established and maintained with the Company (ISPS B/9.2.3).  

Port Facilities

8.2
Unless alternative arrangements have been made, the ship will establish contact with the appropriate authority prior to entry into port by [SATCOM/TELEX/FAX/e-mail], providing them with the required security information.  The system allows for effective continuous communication to be established and maintained with port facilities (ISPS B/9.2.3).  

8.3
On arrival at a port, the SSO will liaise with the Port Facility Security Officer to determine the applicable MARSEC security level for the ship, agree on appropriate security measures and ensure that these are put in place. 

Other Ships

8.4
The Company has no objection to this ship establishing contact with other ships to exchange information in respect of the overall security situation or the situation in specific ports by [SATCOM/TELEX/FAX/e-mail].  The system allows for effective continuous communication to be established and maintained with other ships (ISPS B/9.2.3).  

Flag State Authority

8.5
The background MARSEC security level for the ship is established by the flag state authority (a higher level might be set by port state authorities for a particular port).  Changes to the MARSEC security level for the ship are the responsibility of the flag state and will be promulgated to all the ships registered with the flag state by [………………….].  Alternatively, changes will be advised to the CSO and, through him, to the ship.  

8.6
Information from the flag state will be communicated to the ship by the CSO (ISPS B/9.2.7).

Port State Authorities

8.7
The MARSEC security level for ports is established by the port state authority.  While the ship is in port it will introduce measures appropriate to that MARSEC security level, as laid down in this Plan.  Changes to the MARSEC security level for the port are the responsibility of the port state and will be promulgated to all the ships in the port or which have reported an intention to enter the port.  The communication procedures likely to be used by port state authorities are listed in Appendix A to this section (ISPS B/9.2.7).  Alternatively, changes will be advised to the CSO and, through him, to the ship.  

Procedures/Safeguards (ISPS B/9.7.2)

8.8
The ship fully conforms to the requirements of SOLAS IV and is capable of transmitting ship-to-shore distress alerts by at least two separate and independent means, each using a different radiocommunication service.  In particular, each radio installation is located, protected, provided with lighting and clearly marked in accordance with SOLAS IV/6. 
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Port state Communication Procedures

	Port State
	Communication Procedures

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


9.
Training, Drills and Exercises


Training (ISPS A/13)

9.1
The Company certifies that the SSO has adequate knowledge of, and/or has received training in, some or all of the following (as appropriate):

.1
security administration;

.2
relevant international conventions, codes and recommendations;

.3
relevant national government legislation and regulations;

.4
responsibilities and functions of other relevant security organisations;

.5
methodology of Ship Security Assessment;

.6
methods of ship security surveys and inspections;

.7
ship and port operations and conditions;

.8
ship and port facility security measures;

.9
emergency preparedness and response and contingency planning;

.10
instruction techniques for security training and education, including security measures and procedures;

.11
handling sensitive security related information and security related communications;

.12
knowledge of current security threats and patterns;

.13
recognition and detection of weapons, dangerous substances and devices;

.14
recognition, on a non-discriminatory basis, of characteristics and behavioural patterns of persons who are likely to threaten security;

.15
techniques used to circumvent security measures;

.16
security equipment and systems and their operational limitations;

.17
methods of conducting security audits, inspection, controls and monitoring;

.18
methods of physical searches and non-intrusive inspections;

.19
security drills and exercises, including drills and exercises with port facilities; 

.20
assessment of security drills and exercises; and

.21
crowd management and control techniques.

9.2
In addition, and specific to this ship, the Company certifies that the SSO has adequate knowledge of, and/or has received training in, some or all of the following (as appropriate):

.1
the layout of the ship;

.2
the Ship Security Plan and related procedures (including scenario-based training on how to respond to a security incident);

.3
the operation of on board security equipment and systems; and

.4
the testing, calibration and, whilst at sea, maintenance of security equipment and associated systems.

9.3
The Company also certifies that shipboard personnel with specific security duties have sufficient knowledge and ability to perform their assigned duties, including, as appropriate:

.1
knowledge of current security threats and patterns;

.2
recognition and detection of weapons, dangerous substances and devices;

.3
recognition of characteristics and behavioural patterns of persons who are likely to threaten security;

.4
techniques used to circumvent security measures;

.5
crowd management and control techniques;

.6
the use of security related communication systems;

.7
knowledge of emergency procedures and Contingency Plans;

.8
operation of security equipment and systems;

.9
testing, calibration and, whilst at sea, maintenance of security equipment and systems;

.10
inspection, security control and personnel monitoring techniques; and

.11
methods of physical searches of persons, personal effects, baggage, cargo and ship’s stores.

9.4
The Company also certifies that all other shipboard personnel have sufficient knowledge of, and are familiar with, relevant provisions of the Ship Security Plan, including:

.1
the meaning and the consequential requirements of the different security levels;

.2
knowledge of emergency procedures and Contingency Plans;

.3
recognition and detection of weapons, dangerous substances and devices;

.4
recognition, on a non-discriminatory basis, of characteristics and behavioural patterns of persons who are likely to threaten security; and

.5
techniques used to circumvent security measures.

Drills and Exercises (ISPS A/9.4.9)

9.5
The objective of drills and exercises is to determine whether shipboard personnel are proficient in all assigned security duties at all MARSEC levels while identifying any security related deficiencies which need to be addressed.

9.6
Security drills and exercises are confidential.  They cannot be demanded by, and need not be witnessed by, parties other than duly authorised flag state or Company officials.     

Drills 

9.7
To ensure the effective implementation of the provisions of the Ship Security Plan, drills are conducted at least once every three months, testing individual elements of the Plan.  

9.8
However, in cases where more than 25 percent of the ship’s personnel have been changed at any one time, a drill will be conducted within one week of the change to benefit personnel who have not previously participated in any drill on that ship within the last 3 months (ISPS B/13.6).  These drills are devised to test individual elements of the Plan.

9.9
The elements to be tested include:

.1
access control at MARSEC Level 2;

.2
ship searches;

.3
securing restricted areas at MARSEC Level 3;

.4
evacuating the ship while in port;

.5 
fire control exercises;

.6  
bomb threat reaction;

.7  
crowd control procedures;

.8  
activation of the Ship Security Alert System;

.9  
calling emergency stations;

.10  
informing the Port Facility Security Officer of a security incident;

.11  
preparing to leave port at short notice;

.12  
acting on instructions given by contracting governments; and

.13  
using other Contingency Plans. 

9.10
The nature of all drills will be entered in the ship’s log and the SSO will record details of all drills and the persons who participated in them (see section 4).


Exercises

9.11
Various types of exercises, which may include participation of CSOs, Port Facility Security Officers, relevant authorities of contracting governments as well as SSOs, if available, will be carried out at least once each calendar year with no more than 18 months between the exercises.  These exercises will test communications, co-ordination, resource availability and response. These exercises may be:

.1 
full scale or live;

.2 
tabletop simulation or seminar; or

.3 
combined with other exercises held, such as search and rescue or emergency response exercises.

9.12
The master and SSO will, following consultation with the CSO, participate in any exercises organised by flag or port states, if invited, and the master will record any such participation in the ship’s log.

9.13
Full details regarding drills, including Company participants, are held by the CSO.

10.
Internationally Established Security Levels (ISPS A/9.1)

10.1
Three maritime security (MARSEC) levels have been established for use by the international maritime community.  This ship will operate at a MARSEC level as instructed by the CSO, the master or by appropriate port or flag state authorities. 

10.2
MARSEC Level 1 – Normal – the level at which ships (and ports) normally operate.  At this level there is no known specific threat of an unlawful act against the ship or its location.

Section 12 of this Plan outlines the routine security measures that are now in effect for this ship.

10.3
MARSEC Level 2 – Heightened – this level will apply for as long as there is a heightened risk of a security incident.  This risk level indicates that, although there is perceived to be a heightened risk of a security incident, no specific target has been identified. 

On learning from the CSO, flag or port state authorities, that MARSEC Level 2 is applicable, the SSO will immediately introduce all those security measures applicable to MARSEC Level 2, as outlined in Section 12 of this Plan, and inform the CSO when these measures have been put into effect.

10.4
MARSEC Level 3 – Exceptional – this level will apply for the period of time when there is the probable or imminent risk of a security incident, although it may not be possible to identify the specific target.

On learning from the CSO, flag or port state authorities that MARSEC Level 3 is applicable, the SSO will immediately introduce all those security measures applicable to MARSEC Levels 2 and 3 as outlined in Section 12 of this Plan, inform the CSO when these measures have been put into effect, establish and maintain regular contact with the CSO and flag and port state authorities and be prepared to follow any instructions issued by such authorities.

10.5.
Details of the three MARSEC security levels are posted on the ship’s notice board, together with the level at which the ship is currently operating (see Appendix A to this section).
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(Example of suggested notice to be posted on the ship’s notice board)

MARITIME SECURITY LEVELS

This ship uses the three internationally accepted Maritime Security (MARSEC) Levels.

MARSEC Level 1 – Normal – the level at which ships (and ports) normally operate.  

MARSEC Level 2 – Heightened – this level will apply for as long as there is assessed to be a heightened risk of a security incident.  

MARSEC Level 3 – Exceptional – this level will apply for the period of time when there is assessed to be a probable or imminent risk of a security incident.  

CURRENT MARSEC LEVEL

1

Be 
Secure 

Be 
Observant

Be 
Safe

The security of this ship and your fellow crew members is part of your responsibilities.

11.
Interfacing with Port Facility Security Activities (ISPS B/4.11) 

11.1
While it is the responsibility of the ship to protect the perimeter of the ship from unauthorised access, it is the responsibility of the port facility to protect that area of the port which interfaces with the ship i.e. the port facility.

11.2
Port facility is defined in the ISPS Code as “a location, as determined by the Contracting Government or by the Designated Authority, where the ship/port interface takes place. This includes areas such as anchorages, waiting berths and approaches from seaward, as appropriate”.

11.3
Under the ISPS Code, similar arrangements are required of the port facility as are required of the ship – there must be a Port Facility Security Officer (the equivalent of the SSO) and there must be a Port Facility Security Plan (the equivalent of the Ship Security Plan).

11.4
Each port, like each ship, is different, with different potential threats, vulnerabilities and capabilities.  It is therefore essential that, to the greatest degree possible, the security measures adopted by the port facility and the ship are complementary and, together, provide an effective and appropriate response to perceived security threats, both to the ship and to the port.  Liaison between the ship and the port is an essential factor in ensuring this.  
11.5
During the Ship Security Assessment, the results of which were fully taken into account during the preparation of this Ship Security Plan, the levels of security at this ship’s regular ports of call were evaluated and the CSO established contact with the security authorities in those ports (see Appendix A to this section).  The Company has determined that in specific ports, the ship will adopt specific security measures.  These are listed in Appendix B to this section. 

11.6
However, the Company encourages the SSO to establish contact with the appropriate Port Facility Security Officer at each port facility visited to ensure that appropriate security measures are adopted by both the ship and the port such that, together, adequate procedures are in place.  New contact details should be recorded by the SSO (see Appendix A to this section) and reported to the CSO who will arrange for Ship Security Plans to be updated.

Prior to Entering Port (see also section 3)

11.7
Prior to entering a port, the ship may be requested to provide the following information to the designated authority of the port or to the Port Facility Security Officer:

.1
confirmation that the ship possesses a valid International Ship Security Certificate and the name of the issuing authority;

.2
confirmation of the security level at which the ship is currently operating;

.3
confirmation of the security level at which the ship operated in the ten previous ports where it has conducted a relevant ship/port interface (or over the past 90 days – whichever is the longer);

.4
confirmation of any special or additional security measures that were taken by the ship in any of the ten previous ports where it has conducted a relevant ship/port interface (or over the past 90 days – whichever is the longer);

.5
confirmation that the appropriate ship security procedures were maintained during any previous relevant ship-to-ship activity at the ten previous ports (or over the past 90 days – whichever is the longer); or

.6
other practical security related information (but not details of the Ship Security Plan).

On Arrival in Port

11.8
The SSO will liaise at the earliest opportunity with the Port Facility Security Officer (PFSO) to establish the MARSEC security level applicable to the ship at the port facility.  Ships will be advised by the port of any change to that level.  The port should also provide the ship with any relevant security information.

11.9
The SSO will establish, if not already known, the access control system operated by the port facility.  The ship’s own access control routines can be amended at MARSEC Level 1 (normal) to take this into account.

Differing Security Levels (ISPS B/4.12, B/9.50)

11.10
On rare occasions, the ship may need to operate at a higher security level than that applicable to the port facility.  On such occasions, the SSO will advise the designated authority for that port.  Following consultation with the Port Facility Security Officer, the master and, if necessary, the CSO will adopt such measures as are necessary to maintain the security of the ship to the appropriate level.

11.11
There will be no circumstances when a ship can have a lower security level than the port facility it is visiting. 

The Declaration of Security (ISPS A/5)

11.12
Occasionally, a Port Facility Security Officer may require the ship to contribute towards the completion of a “Declaration of Security” (an example can be found in Appendix C to this section).  The Declaration of Security shows that an agreement has been reached between the ship and the port as to the security measures each should take.  This document may also be requested when conducting ship-to-ship interfaces.

11.13
The Declaration of Security is completed by:

.1
either the master or the SSO on behalf of the ship; and

.2
either the Port Facility Security Officer or, if the contracting government determines otherwise, by any other body responsible for shoreside security, on behalf of the port facility.

11.14
The Company has no reservations about ships’ masters or SSOs agreeing to a request from the port, or another ship, to complete such a document.  However, if one is completed a signed copy should be kept on board and another sent to the CSO. 

11.15
A ship can request completion of a Declaration of Security when:

.1
it is operating at a higher security level than the port facility (or another ship) it is interfacing with;

.2
there is an agreement between contracting governments on the need to obtain a Declaration of Security covering certain international voyages or specific ships on those voyages; 

.3
there has been a security threat or a security incident involving the ship or involving the port facility, as applicable;

.4
the ship is at a port which is not required to have and implement an approved Port Facility Security Plan; or

.5
the ship is conducting ship-to-ship activities with another ship not required to have and implement an approved Ship Security Plan.

11.16.
The CSO will notify the ship when a Declaration of Security should be requested from a port.  The master or SSO may also request the completion of a Declaration of Security if, in their professional judgement, this would contribute to ship security.  Any completed Declarations of Security related to the most recent ten port calls (SOLAS XI-2/9.2.3) or over the past 90 days (US requirement), whichever is the longer, will be retained on board [unless the flag state specifies a shorter/different period].  

11.17
There is no obligation under the ISPS Code for the port facility, or another ship, to provide such a document on request from a ship.  However, requests by the ship for the completion of a Declaration of Security must be acknowledged by the applicable port facility or ship (ISPS A/5.2.1).  Any such acknowledgements will be retained on board for the most recent ten port calls (or over the past 90 days – whichever is the longer).

[For information

11.18.
The US Coast Guard has stated (in Navigation and Vessel Inspection Circular No 10 02 of 21 October 2002) that all ships carrying “High Consequence Cargoes” will be required to complete a Declaration of Security at every US port they visit.

“High Consequence Cargoes” are defined as:-

“Any cargo that is a:

· division 1.1 or 1.2 explosive (as defined in 49 CFR 173.50) and in a quantity in excess of 5,000 kg net explosive weight;

· division 2.3 gas as defined in 49 CFR 172.101 that is a material poisonous by inhalation as defined in 49 CFR 171.8 and that is in a quantity in excess of 10,000 kg;

· division 6.1 liquid as defined in 49 CFR 172.101 that is a material poisonous by inhalation as defined in 49 CFR 171.8 and that is in a quantity in excess of 30,000 kg;

· class 7 radioactive material that is a highway route controlled quantity or fissile material, controlled shipment, as defined in 49 CFR 173.403;

· division 1.5 compatibility group D explosive material for which a permit is required under 49 CFR 176.415, and that is in a quantity in excess of 40,000 kg;

· bulk liquid cargo that is required to be carried in a Type 1 ship or cargo containment system due to safety hazards under 46 CFR 153; or

· bulk liquefied gas cargo that is flammable and/or toxic and carried under 46 CFR.”  

The US Coast Guard has also stated that a Declaration of Security will not be required for ships that regularly call at the same port facility provided an agreement is reached between the ship and the port facility as to their respective security responsibilities.  Any such agreements entered into will be notified to the ship by the Company Security Officer.]

Reporting Following Departure

11.19.
If, following departure from a port, the master or SSO have any comments on the security arrangements in that port, they will produce a Port Facility Security Assessment for the CSO, to provide information to assess the strengths and weaknesses of security systems and procedures at a port facility.  A suggested format for such an assessment is given in Appendix D to this section.  If security measures are found to be inadequate, steps will be taken by the Company to compensate for the deficiencies for subsequent calls at that port.

11.20.
Routine comments on the effectiveness of the security arrangements applied during port calls will be submitted by the ship to the CSO [on a regular basis] [at the end of the voyage] [at the end of each month].   
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REGULAR PORTS OF CALL – SECURITY CONTACT DETAILS

	Country
	Port
	Security Contact
	Contact Details
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REGULAR PORTS OF CALL – SPECIFIC SECURITY MEASURES TO BE ADOPTED

	Country
	Port
	Security Measures
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Example of a Declaration of Security

	Name of Ship: 
	

	Port of Registry:
	

	IMO Number:
	

	Name of Port Facility:
	


This Declaration of Security is valid from ……………….. until  ……………… for the following activities ……………………………………….. (list the activities with relevant details) under the following security levels:

	Security level(s) for the ship:
	

	Security level(s) for the port facility:
	


The port facility and ship agree to the following security measures and responsibilities to ensure compliance with the requirements of Part A of the International Ship and Port Facility Security (ISPS) Code.

	Activity
	Port Facility
	Ship

	Ensuring the performance of all security duties
	
	

	Monitoring restricted areas to ensure that only authorised personnel have access
	
	

	Controlling access to the port facility
	
	

	Controlling access to the ship
	
	

	Monitoring of the port facility, including berthing areas and areas surrounding the ship
	
	

	Monitoring of the ship, including berthing areas and areas surrounding the ship
	
	

	Handling of cargo
	
	

	Delivery of ship’s stores
	
	

	Handling unaccompanied baggage
	
	

	Controlling the embarkation of persons and their effects
	
	

	Ensuring that security communication is readily available between the ship and port facility
	
	


(The initials of the SSO or PFSO under these columns indicates whether the activity will be done, in accordance with the relevant approved Plan, by the ship or the port facility.)

The signatories to this agreement certify that security measures and arrangements for both the port facility and the ship during the specified activities meet the provisions of SOLAS XI-2 and Part A of the ISPS Code and will be implemented in accordance with the provisions already stipulated in their approved Plan or the specific arrangements agreed to.

Done at (place)  …………………………………….…….on (date)  ……………………………………

	Signed for and on behalf of

	The port facility:
	The ship:

	
	

	(Signature of Port Facility Security Officer)
	(Signature of master or Ship Security Officer)

	Name and title of person who signed

	Name:
	Name:

	Title :
	Title :


	Contact details (to be completed as appropriate): (indicate the telephone numbers or the radio channels or frequencies to be used)

	For the Port Facility:
	For the Ship:

	Port Facility
	Master

	Port Facility Security Officer
	Ship Security Officer

	
	Company

	
	Company Security Officer
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PORT FACILITY SECURITY ASSESSMENT

(To be sent to Company Security Officer)

Ship ………………..

Port ………………… 

Name of Port Facility Security Officer……………..

Applicable MARSEC Level: 
Port………..
Ship……

Date of Visit: 


From………….
To……………….

	Issue Assessed
	Comments

	Port Security – General


	

	Port Access Control/ Monitoring to Ship (Landside)


	

	Port Access Control/ Monitoring to Ship (Seaward side)


	

	Restricted Areas Ashore Control/ Monitoring


	

	Supervision of Cargo Storage Ashore


	

	Supervision of Cargo Handling Operations


	

	Supervision of Access for Ship’s Stores


	

	Adequacy of Ship/Shore Security Communication 


	

	Level of Interface with Ship


	

	Attitude to Crew Shore Access


	

	Overall Impact on Ship Security/Suggestions for the Future

 
	


Ship Security Officer………………….

Date…………….

12.
SECURITY MEASURES APPLICABLE TO THIS SHIP (ISPS B/9.8-9.49)

Controlling Access to the Ship - Access Points, Identification, Searching, Key Control, Access

Control Measures and Crew Complement (ISPS B/9.9-9.17)

12.1
Access control measures regulate entry to the ship and to its restricted areas and, as well as protecting the ship from unauthorised access, create delay, providing time for security personnel to respond to any alert or alarm.

12.2
Access control and identification procedures are critical security measures to protect the following from interference:

.1
crew, passengers, and port facility personnel;

.2
key areas within a ship; and

.3
cargo and ship’s stores. 

Access Points

12.3.
Authorised access points to the ship, identified in Appendix A to this section (ISPS B/9.10), should always be clearly marked and arranged so as to minimise the options available to unauthorised individuals.  Effective access control measures permit authorised persons to move about a ship with minimal disruption, while simultaneously protecting the critical areas.

12.4
Access points for workers and other personnel are best controlled with single file lines to reduce confusion, rather than allowing people to crowd open areas or allowing them to cluster in large groups immediately in front of an access control point.

12.5
In securing access to the ship alongside in port, consideration should be given to the possibility of access from the seaward side.  The responsibility of the port facility extends to anchorages and the approaches to a port, and liaison with the Port Facility Security Officer can address a perceived threat from this direction. 

Personal Identification

12.6
Identification is a key component to access control.  If all visitors are free to board and roam the ship, and their credentials are not subject to examination and verification, the crew and cargo may be vulnerable to crime.  Unescorted visitors could also become involved in accidents due to an unfamiliarity with the ship’s layout, controls and equipment.

12.7
Company policy is that all persons seeking to gain access to the ship should carry some form of identification and should be checked both on and off the ship.  To this end, the ship has been supplied with a visitors’ book which the visitor should be asked to complete.  

12.8
Depending on the level of access control exercised by the port facility, persons unknown to the security watch who seek to board the ship can be asked to identify themselves, and their reason for requiring access, before being allowed to do so.  This applies equally to those in the uniform of a port state official.  

12.9
All those unwilling or unable to establish their identity and/or confirm the purpose of their visit to the ship when requested to do so should be denied access to the ship and their attempt to gain access should be reported to the SSO and the Port Facility Security Officer (ISPS B 9.12).  

12.10
Crew members are required to carry Company identification, their seafarer’s record/discharge book or passport on each occasion they leave the ship, and may be required to produce such identification before being granted permission to board.  Abuse of identification procedures or requirements may result in disciplinary action (ISPS B/9.11).

12.11
The production of identity documentation is not, of itself, completely foolproof.  Identity documents can be falsified.  The option to validate the identity document should be taken on occasion, if necessary, by seeking advice on the procedure for doing so from the Port Facility Security Officer.   

12.12
The identification required, and the frequency of validation, is tabled in Appendix B to this section (ISPS B/9.11, 9.13).  [The ship has been supplied with a series of numbered passes for issue, as appropriate, to authorised persons allowing them access to the ship.  The issue and return of these passes will be closely controlled and any anomalies reported to the SSO.]


Searching

12.13
While all those seeking to board this ship are liable to be searched, under normal circumstances (MARSEC Security Level 1) only random searches need be carried out.   Such searches may best be undertaken by the port facility, if suitably equipped, in close co-operation with the ship and in close proximity to it.  Acceptably identified crew members should not normally be liable to be searched by their fellow crew members unless there are clear security grounds for doing so.  Any such search must be undertaken in a manner which fully takes into account the human rights of the crew member and preserves their basic human dignity. (Guidance on searching is included in this ship’s Contingency Plans at section 19/H.)

Key Control

12.14
The [master/Ship Security Officer] of this ship will maintain a record of key holders, especially master key holders.  Crew member key holders must return their keys before leaving the ship at the end of their tour of duty.  Losses of keys must be reported to the CSO.

Access Control Measures (ISPS B/9.10)

12.15
All access points to this ship have been identified (see Appendix A to this section) and will be controlled, as set out, in accordance with the MARSEC security level in force.  At Level 1, the following security measures will be adopted to control access to this ship:

.1
a check on the identity of all persons seeking to board the ship and confirmation of  their reasons for doing so by checking, for example, joining instructions, passenger tickets, boarding passes, work orders, government credentials etc (the identification of contracted workers on the ship, such as stevedores, will be co-ordinated with the contractor);

.2
in liaison with the port facility, the establishment of designated secure areas in which inspections and searching of people seeking to board, baggage (including carry on items), personal effects, vehicles and their contents could take place;

.3
in liaison with the port facility, ensuring that vehicles destined to be loaded on board car carriers, ro-ro and other passenger ships are liable to searching prior to loading;

.4
segregation of checked persons and their personal effects from unchecked persons and their personal effects;

.5
segregation of embarking from disembarking passengers;

.6
identification of those access points to be secured or attended to prevent unauthorised access; and

.7
denying access, by locking or other means, to unattended spaces adjoining areas to which passengers and visitors have access.

12.16
At Security Level 2, the following additional measures will be adopted to ensure higher vigilance and tighter control as protection against the heightened risk of a security incident:

.1
assigning additional personnel to patrol deck areas during the night to deter unauthorised access;

.2
limiting the number of access points to the ship and securing others by removing access facilities;

.3
in liaison with the port facility, deterring seaward access to the ship;

.4
in liaison with the port facility, establishing a restricted area on the shore side of the ship;

.5
increasing the frequency of search (to [e.g. 25%]), and thoroughness of search, of people, personal effects and vehicles being embarked or loaded onto the ship;

.6
identifying and escorting all visitors on the ship; 

.7
informing the crew of any identified threats, re-emphasising the procedures for reporting suspicious persons, objects or activities, and stressing the need for increased vigilance; and

.8 
carrying out a full or partial search of the ship prior to departure.

12.17
At Security Level 3, the ship will have to comply with any instructions issued by those authorities responding to the security incident or threat.  The additional security measures which can be taken by the ship, in close co-operation with those responding and the port facility, include:

.1
limiting access to a single, controlled, access point;

.2
granting access only to those responding to the security incident or threat;

.3 
direction/accompaniment or direct supervision of all non-crew persons on board;

.4
suspension of embarkation or disembarkation;

.5
suspension of cargo handling operations, deliveries etc;

.6
evacuation of the ship; 

.7
moving the ship; and

.8
preparing for or conducting a full or partial search of the ship.

Restricted Areas on the Ship (ISPS B/9.18-9.24)

12.18
Certain areas of the ship have been designated by the Company as “restricted areas”.  

The purpose of establishing restricted areas is to:

.1
prevent unauthorised access to sensitive areas within the ship;

.2
protect passengers, ship's personnel, and personnel from port facilities or other agencies authorised to be on board the ship; and

.3
protect cargo and ship's stores.

12.19
All these areas are clearly marked (ISPS B/9.20) to indicate that access to the area is restricted and that unauthorised presence within the area constitutes a breach of security.  Notices to this effect are held by this ship (see Appendix C to this section). 

12.20
At all times, escape and evacuation routes from manned compartments, assembly or muster stations will be maintained to ensure the orderly and safe emergency evacuation of the ship.  These routes have to be kept clear of obstructions and, if they are secured for security reasons, must be capable of being opened without keys from the direction for which escape is required.

12.21
Any breaches of security are required to be reported to the SSO. 

12.22
At Security Level 1, the security measures applied to restricted areas may include:

.1
locking or securing access points;

.2
using surveillance equipment to monitor the areas;

.3
ensuring crew members are in attendance;

.4
using guards or patrols; and

.5
using automatic intrusion detection devices to alert the ship’s personnel to unauthorised access.

12.23
At Security Level 2, the frequency and intensity of the monitoring of, and control of access to, restricted areas will be increased to ensure that only authorised persons have access.  The additional security measures to be applied can include:

.1
establishing restricted areas adjacent to access points;

.2
continuously monitoring surveillance equipment; and

.3
dedicating additional personnel to guard and patrol restricted areas.

12.24
At Security Level 3, the ship will comply with any instructions issued by those authorities responding to the security incident or threat.  The security measures which will be taken by the ship, in close co-operation with those responding to the heightened security level and the port facility, include:

.1
establishing additional restricted areas on the ship in proximity to the security incident, or the believed location of the security threat, to which access is denied; and

.2
searching of restricted areas as part of a search of the ship.

12.25
Details of the restricted areas identified on this ship and the measures adopted to protect them, while being an integral part of this Plan, are confidential (as provided for in the ISPS Code, A/9.8.1) and can only be made available to: 

.1
duly authorised representatives of the flag state; and 


.2
other persons with the permission of the flag state.

Monitoring Deck Areas and Areas Surrounding the Ship (ISPS B/9.42-9.49)

12.26
This ship has the capability to monitor activity on the ship, the restricted areas on board and areas surrounding it.  This monitoring capability is facilitated by the provision of:

.1
lighting;

.2
watchkeepers and deck watches including patrols [and, where necessary;

.3
additional security guards and automatic intrusion detection devices and surveillance equipment.]

12.27
Any monitoring equipment has been configured to be able to perform continually, and consideration has been given to the possible effects of weather conditions or of power disruptions (ISPS B/9.44).

12.28
At Security Level 2 (ISPS B/9.47) the ship will establish additional security measures to enhance the monitoring and surveillance capabilities, which may include:

.1
increasing the frequency and detail of security patrols;

.2
increasing the coverage and intensity of lighting or the use of security and surveillance equipment;

.3
assigning additional personnel as security lookouts; and

.4
ensuring co-ordination with waterside boat patrols, and foot or vehicle patrols on the shoreside, when provided.

12.29
At Security Level 3 (ISPS B/9.49), the ship will comply with the instructions issued by those authorities responding to the security incident or threat.  However, the ship, following guidance from those responding and the port facility, can take additional measures such as: 

.1
switching on all lighting illuminating the ship or its vicinity;

.2
switching on [any on board] surveillance equipment capable of recording activities on, or in the vicinity of, the ship;

.3
maximising the length of time such surveillance equipment can continue to record;

.4
initiating measures, including the slow revolution of the ship’s propellers, if practicable, to deter underwater access to the ship’s hull; and

.5
preparing, if necessary, for an underwater inspection of the hull of the ship.

Lighting

12.30
This ship’s appropriate level and location of lighting, and that available at the ship’s most regular ports of call, has been assessed to ensure that:

.1
ship’s personnel are, when necessary, able to detect activities beyond the ship, on both the shoreside and the waterside;

.2
lighting can be directed to illuminate the area on and around the ship; and

.3
coverage facilitates personnel identification at access points.

12.31
Whenever the ship is alongside conducting ship/port interface activities, such as cargo working, the ship's deck and access points to the ship will be illuminated at night and during periods of low visibility.  At other times, alongside or at an offshore terminal or anchorage, illumination may be utilised when considered necessary (ISPS B/9.46). 

12.32
Additional lighting may be necessary to protect against a heightened risk of a security incident.  When necessary, additional shoreside lighting may be arranged in co-ordination with the port facility (ISPS B/9.48).

12.33
While underway, when considered necessary, the ship will use all the lighting available consistent with safe navigation, having regard to the current provisions of the International Regulations for the Prevention of Collisions at Sea (COLREGS 1972, as amended).

Cargo Handling (ISPS B/9.25-9.32)

12.34
The security measures relating to cargo handling are aimed at preventing:

.1
tampering; and

.2
cargo that is not meant for carriage from being accepted and stored on board the ship.

12.35
The security measures, some of which will be applied in liaison with the port facility, include inventory control procedures at access points to the ship.  Once on board the ship, cargo will be capable of being identified as having been approved for loading onto the ship.  In addition, security measures will be taken to ensure that cargo, once on board, is not tampered with.

12.36
When there are regular, or repeated, cargo movements, the CSO has consulted with the port facility to agree arrangements with shippers or others responsible for such cargo, covering off-site checking, sealing, scheduling, supporting documentation etc.  Such arrangements have been communicated to and agreed with the Port Facility Security Officer concerned.  Where such arrangements are in place, these are recorded in Appendix D to this section.

12.37
The security measures to be applied during cargo handling include:

.1
the allocation of responsibility for the supervision of cargo handling to an appropriate crew member (ISPS A/7.2.6); 

.2
routine checking of cargo, cargo transport units and cargo spaces prior to, and during, cargo handling operations;

.3
checks to ensure that cargo being loaded matches the cargo documentation;

.4
checking seals or other methods used to prevent tampering;

.5
carrying out procedures for establishing, maintaining and updating an inventory of dangerous goods or hazardous substances carried on board, including their location; [and
.6
ensuring, in liaison with the port facility, that all vehicles to be loaded on board car carriers, ro-ro freight and passenger ships are liable to be searched prior to loading, and that [e.g. 5%] are searched.]
12.38
Checking of cargo is achieved by:

.1
visual and physical examination; and, where necessary,

.2
using scanning/detection equipment, mechanical devices, or dogs.

[12.39
The procedures for establishing, maintaining and updating an inventory of dangerous goods or hazardous substances carried on board, including their location, are outlined in Appendix F to this section as required in ISPS B/9.7.7.] [This ship does not carry dangerous goods.] (delete one of the alternatives as appropriate)
12.40
At Security Level 2 (ISPS B/9.30-31), the additional security measures to be applied during cargo handling will include:

.1
detailed checking of cargo, cargo transport units and cargo spaces;

.2
intensified checks to ensure that only the intended cargo is loaded;

.3
intensified searching [e.g. 25%] of vehicles to be loaded on car-carriers, ro-ro freight and passenger ships; and

.4
increased frequency and detail in checking of seals or other methods used to prevent tampering.

12.41
Detailed checking of cargo may be accomplished by the following means:

.1
increasing the frequency and detail of visual and physical examination;

.2
increasing the frequency of the use of scanning/detection equipment, mechanical devices, or dogs; and

.3
co-ordinating enhanced security measures with the shipper or other responsible parties in accordance with an established agreement and procedures.

12.42
At Security Level 3 (ISPS B/9.32), the ship will comply with any instructions issued by those authorities responding to the security incident or threat. The ship can, in close co-operation with those responding and the port facility:

.1
suspend cargo working; and

.2
verify the inventory of dangerous goods and hazardous substances carried on board, if any, and their location.

Handling Ship’s Stores (ISPS B/9.33-9.37)

12.43
The security measures relating to the delivery of ship’s stores are aimed at:

.1
ensuring the checking of ship’s stores and package integrity;

.2
preventing ship’s stores from being accepted without inspection;

.3
preventing tampering; and

.4
preventing ship’s stores from being accepted unless ordered.

12.44
For those ports at which this ship regularly receives stores, the CSO has consulted with the regular suppliers and the port facility to agree arrangements covering notification, timing and documentation of deliveries (ISPS B/9.34).  

12.45
Responsibility for the supervision of handling of ship’s stores will be allocated by the master or departmental head for whose department the stores are intended (ISPS A/7.2.6). 

12.46
The ship will confirm that stores presented for delivery have been ordered by, or on behalf of, the ship.  A documentary check will be made, before loading, to confirm that the stores delivered match the order.  Once this check is completed, the stores will be immediately secured and stowed.

12.47
At Security Level 2, a physical and documentary check will be made, prior to loading, that the stores delivered match the order.  Once this check is completed, the stores will be immediately secured and stowed.

12.48
At Security Level 3, the ship will comply with any instructions issued by those authorities responding to the security incident or threat.  At Level 3, the ship can refuse to accept ship’s stores.

Handling Unaccompanied Baggage (ISPS B/9.38-9.41)

12.49
Unaccompanied baggage (i.e. any baggage, including personal effects, which is not with the passenger or member of ship’s personnel at the point where it is liable for inspection or search) will be identified and subjected to an appropriate level of screening, including being liable to be searched, before it is accepted on board the ship. 

12.50
However, where the port facility is suitably equipped, the responsibility for screening unaccompanied baggage lies with the facility.  Close co-operation with the port facility will be sought to ensure that such screening is carried out and that measures are in place to ensure that unaccompanied baggage is handled securely after screening.

12.51
The port facility should be screening all unaccompanied baggage and randomly searching some.  Screening may include the use of X-ray equipment.  However, this requirement will be fulfilled by the ship if the port does not have appropriate facilities.

12.52
At Security Level 2, all unaccompanied baggage will be X-ray screened or searched.

12.53
At Security Level 3, the ship will comply with the instructions issued by those authorities responding to the security incident or threat.  This can include a refusal to accept unaccompanied baggage on board the ship.

12.54
On this ship, any unaccompanied baggage is stored in […………..]
Crew Complement

12.55
The crew complement takes into account any necessary security duties assigned to ship’s personnel at MARSEC Level 1 [although additional security personnel may be engaged at certain ports].     

Additional Security

12.56
In certain ports, the Company has existing arrangements with local companies providing ship/waterside security services (see Appendix E to this section).  Additional security may be warranted at higher MARSEC levels.

Section 12 - Appendix A

Actual and Potential Access Points to this Ship and Controls to be Operated While in Port

[Delete, add or amend as applicable to your ship]

	Access Point
	Normal  (MARSEC Level 1)
	MARSEC Level 2
	MARSEC Level 3

	Gangway
	Notice, patrols, identity checks, searches 
	Manned, identity checks, searches
	Manned, prior approval, identity checks, searches

	Vehicle ramps
	Notice, manned, identity checks, searches
	Manned, identity checks, searches
	Manned, prior approval, identity checks, searches

	Side ports
	Locked, manned when open
	Locked, manned when open
	Locked, manned when open

	Anchor cable
	Fit/lock hawse pipe covers
	As Level 1 + patrols
	As Level 2

	Mooring ropes
	Rat guards fitted 
	As Level 1 + patrols 
	As Level 2

	Windows/portholes
	Secured
	Secured
	Secured

	Open weather deck
	Patrolled
	Patrolled
	Continuously monitored

	
	
	
	

	Pilot ladder
	Secured when not in use
	As Level 1
	As Level 1

	Other ladders
	Secured when not in use
	As Level 1
	Do not deploy

	Cranes or other hoisting gear
	Watched when in use
	Watched if used, secured when not in use
	Watched if used, secured when not in use

	Exterior scaffolding/ platforms
	Removed when not in use
	Removed when not in use
	Remove

	
	
	
	

	Helicopter landing area
	Potential landing areas patrolled 
	Potential landing areas patrolled
	Potential landing areas patrolled

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Additionally, measures to prevent access to the ship’s interior and other restricted areas, if the ship is boarded by unauthorised persons, have been adopted (see “Confidential” part of this Plan).

Section 12 - Appendix B

IDENTIFICATION REQUIRED TO BOARD THIS SHIP 

AND FREQUENCY OF VALIDATION 

[Delete, add or amend, as applicable to your ship]

a) Identification Required
	Claimed Identity
	Normal (MARSEC 

Level 1)
	MARSEC Level 2
	MARSEC Level 3

	Crew members joining ship
	Company ID, seafarer’s record/discharge book, (+ joining instructions)
	As Level 1 + photo ID


	As Level 2 + pre-arrival awareness

	Crew members returning to ship
	Company ID, discharge book 
	As Level 1 + photo ID
	As Level 2

	Passengers joining ship
	Tickets or boarding passes
	As Level 1 + photo ID
	As Level 2 + pre-arrival awareness

	Passengers returning to ship
	Cabin key + pass
	As Level 1 + photo ID
	As Level 2 + pre-arrival awareness

	Port  state officials
	Photo ID
	Photo ID
	Photo ID

	Port/terminal officials
	Employer ID
	As Level 1 + photo ID
	As Level 2 + pre-arrival awareness

	Pilots
	Photo ID
	Photo ID
	Photo ID

	Delivery persons
	Employer ID
	Photo ID
	As Level 2 + pre-arrival awareness 

	Company representatives
	Employer ID + photo ID
	Employer ID + photo ID
	As Level 2 + pre-arrival awareness 

	Contract personnel
	Employer ID
	Employer photo ID
	As Level 2 + pre-arrival awareness 

	Stevedores
	Employer ID
	Employer ID + positive ID by employer
	As Level 2 + pre-arrival awareness 

	Watchmen
	Employer ID
	Employer ID + positive ID by employer
	As Level 2 + pre-arrival awareness  

	
	
	
	

	
	
	
	

	
	
	
	


b)
Frequency of Validation

	Claimed Identity
	Normal (MARSEC Level 1)
	MARSEC Level 2
	MARSEC Level 3

	Crew members joining ship
	[5%]
	[10%]
	[10%]

	Crew members returning to ship
	[0%]
	[0%]
	[0%]

	Port state officials
	[5%]
	[10%]
	[100%]

	Port/terminal officials
	[5%]
	[20%]
	[100%]

	Pilots
	[0%]
	[5%]
	[100%]

	Delivery persons
	[5%]
	[20%]
	[100%]

	Company representatives
	[5%]
	[20%]
	[100%]

	Contract personnel
	[5%]
	[50%]
	[100%]

	Stevedores
	[5%]
	[50%]
	[100%]

	Watchmen
	[5%]
	[50%]
	[100%]

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Section 12 - Appendix C

RESTRICTED AREA

NO ADMITTANCE WITHOUT THE AUTHORITY OF A SHIP’S OFFICER

UNAUTHORISED ENTRY CONSTITUTES A BREACH OF THIS SHIP’S SECURITY ARRANGEMENTS AND WILL BE REPORTED TO THE PORT STATE AUTHORITIES

Entry is restricted to the following named personnel

…………………

…………………

………………… 

Section 12 - Appendix D

ports where security arrangements Have been made in respect of Cargo reception and/or discharge

	Country
	Port
	Cargo Type
	Arrangements

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Section 12 - Appendix E

Existing Company ARRANGEMENTS with companies providing ship/waterside security services

	Port
	Security Company
	Contact Name
	Contact Details

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Section 12 - Appendix F

Procedures for establishing, maintaining and updating an inventory of dangerous goods or hazardous substances carried on board, including their location (ISPS B/9.7.7)

[To be completed by Company]

13.
NON-Contracting Parties to the SOLAS Convention (ISPS B/9.51)

13.1
If the ship is scheduled to visit ports in countries which are not party to the SOLAS Convention, or interact with a ship whose flag state is not party to the Convention, the ship will be given specific directions by the CSO as to the security measures which must be put in place prior to such visits or activities.  The current list of states that are party to the SOLAS Convention is available at www.imo.org.  [A list of states which are not party to the SOLAS Convention, to which the ship is likely to trade, is given in Appendix A to this section.]
13.2
Should it come to the notice of the master or SSO that such a visit or interaction is imminent, and no such instructions have been received, contact should be established with the CSO.

13.3
Details of any such visits and interaction, and the security measures adopted, will be retained by the SSO.  A suggested format for this report is given in Appendix B to this section. 

Section 13 - Appendix A 
LIST OF Non-Contracting Parties to the SOLAS Convention

The following is a list of non-contracting parties to the SOLAS Convention, 1974 to which the ship is likely to trade

(For the current list see www.imo.org conventions section)

Name of Ship………………………………….

Section 13 - Appendix B 

INTERFACES WITH NON-CONTRACTING PORTS/SHIPS - SECURITY REPORT (ISPS B/9.51)

	Port/Ship
	Date of Interface

    From          To
	MARSEC Level (Ship)
	Security Measures Taken

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


This is to report on security procedures applied during the above interfaces.

Signature

Master/Ship Security Officer

14.
GUIDE TO ON BOARD SECURITY ASSESSMENT

14.1
Threats to a ship can rapidly change.  International events, coupled with a ship’s location, flag, crew or passenger nationality or type of cargo carried, can dramatically alter the threat to a ship. As a consequence, it is critical that these events are regularly monitored to assess potential threats.

14.2
Although such monitoring will be carried out by flag or port states, and by the CSO, and the level of threat notified to the ship, the master and SSO will continually assess the security situation during the voyage and take action accordingly. 

14.3
Issues to take into account are covered in the check list attached as Appendix A to this section.  The criteria used in the initial Ship Security Assessment are confidential.

14.4
Information about potential threats is available from a variety of sources. These include owner’s representatives, the media, port authorities and their security officers, Port Captains, local law enforcement officers and local consular or diplomatic representatives.   Some useful contact points for this ship are given in Appendix B to this section.  The SSO or master may add to these, notifying the Company Security Officer.

Internet Access

14.5
Internet sites are available that compile data on piracy and other threats.  A variety of government, industry, and international business organisations also provide information on potential threats.  For example, governments issue warnings for areas with high security risks.  A list of some appropriate internet sites can be found in Appendix C to this section.  The SSO or master may add to these, notifying the CSO for wider dissemination.

[Issues to Take into Account (to be amended as appropriate)

14.6
Issues for the ship to consider when making an assessment are:

Location: A ship’s location can be important in determining a potential threat.  For instance, ships are most likely to be attacked by pirates/thieves in certain parts of the world when near land, when sailing through narrow channels, where speed and manoeuvrability may be restricted, at anchor or alongside. Government, general and Company warnings are announced for specific countries or regions of high pirate activity.  These will be promulgated to the ship by the CSO.

The potential threat may also vary from port to port, even in the same country.
Time of day: Ships are most vulnerable at night when there may be inadequate light to detect or prevent an unauthorised boarding, whether at sea, alongside or at anchor.

Type of Ship: Although most of the major terrorist incidents involving transport activities have involved aircraft, there have been incidents on board ships, and certain categories of ships and shore installations present a theoretically attractive, although often difficult, target for terrorist activities.

.1
Cruise Liners - Cruise ships may make attractive targets because of their high profile, their ownership, or their destination during a particular voyage.  They could also be targeted because they are known to be carrying particular nationals amongst the passengers.  Cruise passengers are perceived, generally, to be a high income group and this alone could make them a target.

.2
Oil Tankers - Large oil tankers, with the political sensitivity of their cargo and the potential environmental impact and resulting wide publicity given to mishaps to them, are potentially attractive targets.  Although their generally numerically small crew does not contribute to their security their very size makes boarding difficult.  In addition, the terminals where they call are often isolated and, while they are there, crew members and other personnel are usually in evidence on the decks.  Any unauthorised persons on board would be noticed amongst a small crew and the complexity of the machinery on board would require some specialist knowledge on the part of saboteurs.

Even the smaller tankers could be used to threaten or cause a considerable environmental impact.

.3
Ro-Ro Passenger Ferries - Vehicle-carrying ferries are more susceptible than other types of ship to a car bomb (explosive or incendiary) attack, aimed at damaging or disabling the ship, causing fire on board and/or injury and death to the passengers and the crew.  In addition, an attack could be by a delayed-action package bomb left on board, in a vulnerable or crowded area.

.4
Other Ships with Special Cargoes - Certain ships carry specialised cargo (for example hazardous goods, livestock) which could make them attractive targets to certain terrorist organisations.

.5
Terminals - To a large extent the security of ships in harbour or alongside depends on the security provided by port or harbour authorities.  With certain terminals, such as those handling oil or gas, the shore installations themselves can present attractive targets to terrorists or saboteurs.

Type of Cargo: the presence or absence of cargo, its nature and properties and stowage could be a factor.  If terrorists are seeking to use a ship as a weapon, they may seek to gain control of a ship transporting hazardous cargo.]
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POTENTIAL THREATS AND VULNERABILITIES

(An on board assessment of the potential security threats facing this ship might take into account the following factors)

Type of Ship

Physical Characteristics

Operational Characteristics

Flag State

Nationality of Crew

(If Applicable) Usual Nationality of Passengers
Voyage Pattern – Identifying potentially higher risk ports/sea areas 

Potential Threats

Potential Vulnerabilities

Assessed By:




Date of On Board Assessment:
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USEFUL SOURCES OF INFORMATION ON SECURITY ISSUES

	Source
	Contact
	Geographical Scope
	Comments

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Section 14 - Appendix C 

Useful Security Related Internet Sites

	Subject
	Organisation
	Web Address
	Comments
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